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摘要 Summary 

由於醫療資訊學的快速發展，許多醫學影像已數位化，而數位化之醫學影像除便於儲存及傳輸外，更有助於醫生做診療。 As the rapid development of medical informatics, and many have digital medical imaging, and digitization of medical imaging to facilitate storage and transmission than, but also help doctors make treatment. 然而將未保護的醫療影像直接於網路上傳輸，極容易被擷取利用，而侵害病患的隱私權、或侵犯影像原作者的著作權。 But will not the protection of medical images directly on the transmission network, very easy to capture the use and violations of patient privacy, or infringement of the original author's copyright images. 基於視覺密碼的原理，本文研究目的為開發可適用於 DICOM 3.0 灰階醫療影像之色差視覺加密技術與數位浮水印製作技術，以增加醫療影像於網路傳輸的安全性，當有著作權侵害時，可將浮水印取出驗證以證明醫療影像之原作者為誰。 Based on the principle of visual cryptography, this paper aims to develop applicable to DICOM 3.0 medical imaging of gray color visual cryptography and digital watermarking production technology to increase the transmission of medical images on network security, when a copyright infringement when can remove the watermark verification to prove that the original author for whom the medical images. 實做結果顯示，本研究提出以灰階色差視覺加密法製作 DICOM 灰階醫療影像之加密與浮水印技術，確可為保護隱私權與智慧財產權提供另一種簡易、直接且強韌有效的方法。 The results really do show that, this paper proposes a gray color visual cryptography DICOM grayscale medical images produced encryption and watermarking technology, can indeed protect the privacy and intellectual property provide another simple, direct and effective way of robust . 

關鍵字：醫療影像、視覺密碼、色差視覺加密技術、數位浮水印。 Keywords: medical imaging, visual cryptography, color visual cryptography, digital watermarking. 

Abstract Abstract 

The medical-informatics vigorously develops now, many medical images have been digitalized, which are not only convenient to be saved and transferred but more helpful for doctors to diagnose. It is easy to result in the privacy invasion and copyright infringement if non-protection medical images transmit in the network directly. Based on visual cryptography, the objective of this study is to develop encryption and digital watermarking technologies for DICOM 3.0 grey-level medical images using the chromatism visual encryption method.  The result reveals that the proposed technologies are simple, direct and robust to protect the privacy and copyright of DICOM grey-level medical images when they are transferred in the Internet. The medical-informatics vigorously develops now, many medical images have been digitalized, which are not only convenient to be saved and transferred but more helpful for doctors to diagnose. It is easy to result in the privacy invasion and copyright infringement if non-protection medical images transmit in the network directly. Based on visual cryptography, the objective of this study is to develop encryption and digital watermarking technologies for DICOM 3.0 grey-level medical images using the chromatism visual encryption method. The result reveals that the proposed technologies are simple, direct and robust to protect the privacy and copyright of DICOM grey-level medical images when they are transferred in the Internet. 

Key words: medical images, visual cryptography, chromatism visual encryption, digital watermarking Key words: medical images, visual cryptography, chromatism visual encryption, digital watermarking 

壹、緒論 I. Introduction 

一、研究動機 1, motive 

從嵌入數位浮水印後的媒體外觀可區分為兩種技術，第一種是可見數位浮水印，也就是於表現版權之媒體上顯現隱約可見的浮水印，如圖 1 所示可以隱約從圖形中看見「 LENA 」字樣，其缺點是破壞原有影像的品質，只能用肉眼辨識，無法使用程式自動化偵測，但使用者看見浮水印也就不敢隨意非法使用，主要具有嚇阻的作用。 Embedded digital watermark from a media appearance after the technology can be divided into two types, the first digital watermark is visible, that is, copyright in the performance of the media appear vaguely visible watermark, as shown in Figure 1, can faint to see from the graph "LENA" word, the drawback is the destruction of the original image quality, can only identify with the naked eye can not detect the use of automated programs, but users also can not see the watermark free illegal use, mainly a deterrent effect. 第二種是不可見數位浮水印，嵌入浮水印的媒體與原未嵌入時無法從外觀上看出有何差別，如圖 2 所示，將浮水印隱藏在媒體的不顯眼處，優點是對媒體品質的破壞降低，符合了浮水印的隱蔽性，當發生著作權爭議時，將浮水印取出以保障原著作者的權益。 The second is invisible digital watermarks, embedded watermark is not embedded in the media when the original can not see any difference from their appearance, shown in Figure 2, a watermark is hidden in the media is not a conspicuous place, advantage is reduce the damage the media quality, in line with the invisibility of the watermark, the event of copyright disputes, will remove the watermark to protect the rights of the original author. 


圖 1 可見浮水印範例 Figure 1 shows examples of watermark 

[image: image1]
圖 2 不可見浮水印範例 Figure 2 is not visible watermark example 

綜觀現今的浮水印技術 [4-5] ，大致存在以下四個缺點： Looking at today's watermarking technology [4-5], generally of the following four defects: 

1. 部分演算法在取出浮水印時，需要原圖的協助。 Part of the algorithm remove the watermark, you need the help of original image. 

2. 所有演算法在加入浮水印時，皆會破壞到原圖。 When all of a watermark algorithm, both will destroy the original image. 

3. 不同浮水印技術，嵌入的浮水印資料量皆有其限制。 Different watermark technology, the embedded watermark data volume has its limitations. 

4. 若不慎流失了原圖，所有演算法即無任何保護可言。 If accidentally lost artwork, all algorithms that is, without any protection at all. 

今日由於網際網路與電腦產業的快速發展，醫院內外均使用網路環境進行醫療影像之傳輸交換，因此，為了能確保病患的醫療影像在傳輸時不易直接外洩、並改善上述四項現有浮水印技術的缺點，本文應用視覺密碼的理論，提出一種新的灰階醫療影像加密方法與浮水印製作技術，可對原醫療影像無任何破壞，具有加密功用，並可將浮水印抽象的加入。 Today, the internet and the computer industry's rapid development, both inside and outside the hospital environment using the Internet to exchange medical images transmission, therefore, in order to ensure that the patient's medical images during transmission difficult to direct leakage, and improve the four existing watermarking technology shortcomings, this paper the theory of visual cryptography, a new gray scale medical image encryption and watermarking production technology, the original medical images without any damage, with encryption function, the watermark can be added abstract . 

二、文獻回顧 II Literature Review 

一個良好的浮水印應具有下列特性： A good watermark should have the following characteristics: 

1. 隱蔽性 (imperceptibility) ：媒體加入浮水印之後，在視覺、聽覺上必須難以查覺，並應減少對欲嵌入媒體品質的破壞。 Hidden (imperceptibility): media after adding watermark, in vision, hearing must be able to detect, and reduce the quality of the desire the destruction of embedded media. 

2. 強韌性 (robust) ：將浮水印嵌入隱藏媒體後，經過壓縮、變形、模糊、旋轉、分割、馬賽克等或其他數位訊號處理程序後，仍然可以取出原先嵌入的浮水印並可進行判讀，或者至少浮水印在被破壞時，原始影像已經嚴重失真。 Strength and toughness (robust): embed the watermark hidden media, after a compression, distortion, blur, rotation, segmentation, mosaics, etc., or other digital signal processing program, you can still remove the original embedded watermark and can be interpreted, or at least watermark is destroyed, the original image has been seriously distorted. 

3. 不可偵測性 (undetectable) ：加入浮水印須無法被偵測出位置，避免遭到有心人士剪裁移除。 Can not detect the nature of (undetectable): adding a watermark to detect the location can not be, interested parties are tailored to avoid being removed. 

4. 不易移除 (non-removable) ：擷取者不易移除浮水印資訊，或者降低浮水印相關的資訊。 Difficult to remove the (non-removable): those not easily remove the watermark information extraction, or reduce the watermark-related information. 

5. 明確性 (unambiguous) ：取出的浮水印必須能明確的證明所有者，在遭到攻擊後還能準確的取出浮水印，不會有模擬兩可的情況。 Clarity (unambiguous): remove the watermark must be clear that the owner, the post-attack watermark can remove accurate, can not simulate the situation of the two. 

6. 安全性 (security) ：未經授權者即使知道浮水印加入的程序也無法移除浮水印。 Security (security): Even if an unauthorized person knows the procedures for adding a watermark can not remove the watermark. 

浮水印的嵌入方法分為兩種，第一種使用空間域，另一種使用頻率域，以空間域製作浮水印其方法簡易，但容易遭到攻擊而破壞浮水印，目前製作浮水印大都使用頻率域，需要經過複雜的運算嵌入及取出，並對原圖的資料加以破壞，如要減少對原圖資料的破壞以提昇浮水印的製作效能，則須將欲嵌入的浮水印大小逐次減半，但過小的浮水印恐將難以辨識。 Watermark embedding method is divided into two, the first use of the spatial domain, and the other using the frequency domain to spatial domain watermarking of its production method is simple, but easy to attack and destroy the watermark, the watermark produced most of the current use of the frequency domain , need to go through complex calculations embedded and removed, and the original image data to be destroyed, such as to reduce the damage on the original image data to improve the production performance of the watermark, the embedded watermark must be to want to halve the size of successive, but fear of too small watermark will be difficult to identify. 

以往要將資訊加解密必須透過複雜的數學運算才可行，若在一個無法負荷繁複的計算需求的環境下，視覺密碼提供一有效之加解密的解決方法。 In the past to encrypt and decrypt information through complex mathematical operations must be OK, if unable to load in a complex computing needs of the environment, provide an effective visual password encryption and decryption solution. 視覺密碼最早由 Naor and Shamir[7] 在 1994 年於國際密碼研究學會中提出的黑白視覺密碼學，其方法是產生 n 張無任何意義的投影片，其中只要 t 張投影片重疊起來，即可讀出機密影像，只有一張是無法取得機密影像的，但傳送時擷取者只要能取得所有的分享影像，即可以視覺系統進行解密。 Visual cryptography was first proposed by Naor and Shamir [7] in 1994 at the International Society of the password made black and white visual cryptography, which is produced without any significant Zhang n slide, which overlap as long as t slide up, you can read out the secret image, only one is unable to obtain secret image, but transmission can be achieved as long as the acquisition of all who share the image, which can decrypt the visual system. 

Rijmen and Preneel[9] 於 1996 年提出一個彩色視覺密碼的做法，其原理是將每個像素分割成四個附屬像素，包括了紅、綠、藍、白，這些附屬像素可以是隨意排列順序，並能得到 24 種可能的組合，其認為兩張分享影像重疊後就有 24 2 種組合，但 Yang[6] 提出修正，認為其只有 17 種不同的組合。 Rijmen and Preneel [9] in 1996 proposed a color visual cryptography approach, the principle is to separate each pixel into four sub-pixels, including the red, green, blue, white, and these sub-pixel can be arbitrary in the order, and can be 24 possible combinations, that the two share their superimposed images have 242 combinations, but Yang [6] proposed an amendment, that its only 17 different combinations. 

侯永昌與周智倫 [1] 提出以視覺密碼為基礎，使用灰階圖形當作原圖、單色圖形當作浮水印，其浮水印為原圖大小的 Young-Chang Hou and Zhou Zhilun [1] to visual cryptography, we use grayscale graphics as the original image, monochrome graphics as a watermark, the watermark for the original image size [image: image2]， Share1 以四宮格為單位與浮水印比較產生 Share2 ， Share1 與 Share2 疊合後產生出 75 ％的黑當作白色與 100 ％的黑當作黑色，再以正規化關聯分析 NC 值輔助視覺系統判斷。 , Share1 the unit cell of four palace compared with the watermark generated Share2, Share1 and Share2 superposed to produce 75% of 100% black as white and black as black, then the value of regularization NC Association of auxiliary vision system to judge . 

貳、研究方法 Two, the research methods 

一、 DICOM 格式簡介 1, DICOM format Introduction 

DICOM 是由 ACR-NEMA 所制定，其目的在於使醫療影像可以在不同系統間傳輸交換，目前為止 DICOM 已修訂至 3.0 版。 DICOM is set by the ACR-NEMA, the purpose is to make medical imaging transmission in the exchange between different systems, so far has been revised to DICOM 3.0. DICOM 檔案結構分成兩大部分 ( 圖 3) ，分別為檔頭 (Header) 與資料集合 (Data Set) ，使用標準 DICOM 格式在檔頭部份是可以省略的。 DICOM file structure divided into two parts (Figure 3), respectively, header (Header) and data set (Data Set), using the standard DICOM format header part is omitted. 其檔頭又分為 Preamble 與 Prefix 兩部分， Preamble 存放協助其他應用軟體讀取影像的資訊，通常不使用，長度為 128 Bytes ， Prefix 則固定存放 DICOM 四個字元。 The header Preamble and Prefix are divided into two parts, Preamble to help other applications to read stored image information, usually do not use a length of 128 Bytes, Prefix is a fixed deposit DICOM four characters. 

Data Set 是由一群 Data Element( 圖 4) 所組成， Data Element 可分為 Data Element with explicit VR( 圖 5,6) 與 Data Element with implicit VR( 圖 7) 兩類，而 Data Element with explicit VR 又細分為兩種，其詳細結構如下所示，在此需注意的是，同一個 DICOM 檔案不可同時擁有 Data Element with explicit VR 與 Data Element with implicit VR 這兩種 Data Element 。 Data Set is a group Data Element (Figure 4) formed, Data Element can be divided into Data Element with explicit VR (Figure 5,6) and Data Element with implicit VR (Figure 7) categories, and then Data Element with explicit VR subdivided into two, its detailed structure is as follows, be noted that in this same file can not have both a DICOM Data Element with explicit VR with Data Element with implicit VR both Data Element. 

[image: image3]
圖 3 DICOM 檔案結構 [8] Figure 3 DICOM file structure [8] 

[image: image4]
圖 4 Data Set and Data Element Structures Figure 4 Data Set and Data Element Structures 

[image: image5]
圖 5 包含 OB, OW, OF, SQ, UT, UN 的 Data Element with explicit VR Figure 5 contains the OB, OW, OF, SQ, UT, UN's Data Element with explicit VR 

[image: image6]
圖 6 其他 Data Element with explicit VR Figure 6 Other Data Element with explicit VR 

[image: image7]
圖 7 Data Element with implicit VR Figure 7 Data Element with implicit VR 

二、灰階色差視覺密碼 2, gray color visual cryptography 

傳統密碼學皆須藉由繁複的數學運算來確保資訊的加密與解密，而視覺密碼不需複雜的運算即可將需要加密的影像拆成數張雜亂無章的分享影像，解密時止需將分享影像疊在一起，在利用人類的視覺系統即可分辨出解密影像。 Traditional cryptography are required by the complex mathematical operations to ensure the encryption and decryption of information, and visual cryptography does not require complicated operations will need to encrypt the image can be split into several sheets chaotic share images, decryption only needs to share the image stack together, in the use of the human visual system can distinguish the decrypted image. 在安全性方面，竊密者也不可能在雜亂無章的分享影像上找到任何蛛絲馬跡 [2-3,6-7] 。 In security, the eavesdropper can not image in the clutter to find any clues to share [2-3,6-7]. 

本文應用視覺密碼的理念，提出一個不需擴展處理且適用於灰階 DICOM 影像之新的加密方法：灰階色差視覺加密法。 In this paper, the concept of visual cryptography is proposed expansion of treatment and for a non-DICOM images in grayscale new encryption method: gray color visual cryptography. 本演算法可表如下式所示： This algorithm can be expressed as type as follows: 

[image: image8]




其中 X 、 Y 為圖形大小， a 為亂數種子， Where X, Y as the graph size, a seed for the random number, [image: image9]代表機密影像每個像素的灰階值， Secret images representative of each pixel grayscale value [image: image10]代表 Share1 每個像素的灰階值， Representative Share1 each pixel grayscale value [image: image11]代表 Share2 每個像素的灰階值。 Representative Share2 each pixel grayscale values. 值得一提本演算法可直接延伸應用於全彩格式之任何影像上。 It is worth mentioning that the algorithm can be directly applied to full-color format, an extension of any image. 

以一張 To a [image: image12]大小的灰階胸腔影像為例，每個像素 (pixel) 之灰階值 0~255 ，若原機密影像某像素之灰階值 S = 255 ，首先分享影像一之 S1 值係由亂數種子 (seed) 產生一隨機數值如 S1 = 100 ，分享影像二即 S2 = S - S1 = 155 。 Gray chest size image, for example, each pixel (pixel) of the gray scale value from 0 to 255, if the original secret image of a pixel grayscale value S = 255, the first one to share images of S1 value by the random number seed (seed ) generate a random value, such as S1 = 100, shared image 2 is S2 = S - S1 = 155. 由於分享影像一每個像素均使用不同亂數產生，故能有效的將機密影像中的色彩圖徵完全打散，使擷取者無法從單一影像中取得有關機密影像的輪廓，而分享影像二是由分享影像一和機密影像所共同產生，它具備了分享影像一的優點並且保留了還原時所需的資訊，能使用重疊的方式進行解密，其被破解的可能性為 As the share of each image pixel were a different random number generator, it can effectively be classified images in full color on the legend dispersed, so that those who can not retrieve images from a single image of the outline obtained confidential, and share video 2 by sharing secret images image 1 and co-produced, it has the advantage of a shared image to restore and retain the required information can be decrypted using the overlapping method, the chance to crack [image: image13]， , [image: image14]表機密影像的解析度。 Table secret image resolution. 

在原始圖形使用色差視覺加密法，可以使原始機密影像每個像素的灰階值分散於兩張分享影像上，即可達到加密作用。 Graphic use of color in the original visual cryptography, secret images can make the original value of each pixel grayscale images scattered 2 sharing can be achieved by encryption function. 在進行解密時，可以只要將分享影像直接重疊後靠人類的視覺系統進行解讀，以得到原始的機密影像。 During decryption, you can simply share images directly after duplication of the human visual system by interpretation, to obtain the original secret image. 其詳細做法如下： The detailed approach is as follows: 

圖 8 顯示一張 Figure 8 shows a [image: image15]大小的灰階胸腔影像機密影像，經過公式 (1) 的簡易演算後，即可獲得與機密影像相同大小的已加密之分享一影像 ( 圖 9) 與分享二影像 ( 圖 10) 。 Gray chest size image secret image, after the formula (1) the simple calculus, you can get the same size with the secret image is encrypted for sharing a video (Figure 9) and share the two images (Figure 10). 在進行解密還原影像時，只需將兩張分享影像重疊即可得到原機密影像的資訊。 During the recovered images, just to share images of two overlapping images can be obtained by the original secret information. 張真誠等人 [5] 指出，若使用環境是在電子網路上，則視覺密碼就不會有對不準兩張分享影像的問題，本文提出之色差視覺加密法解密後其所得到的機密影像資訊將會與原機密影像完全相同 ( 圖 11) 。 Zhang, who in good faith [5] pointed out that if the use environment is in the electronic network, then there would be no visual cryptography to share images on the two issues are not allowed, this proposed color visual cryptography decrypted it obtained confidential image information will be identical to the original secret image (Fig. 11). 

[image: image16]
圖 8 機密影像 Figure 8 secret video   ( ( 
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) ) 

[image: image18]
圖 9 分享一 Figure 9 sharing a   ( ( 
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) ) 

[image: image20]
圖 10 分享二 Figure 10 Share 2   ( ( 
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) ) 

[image: image22]
圖 11 還原機密影像 ( Figure 11 Reduction of secret images ( 

[image: image23]
) ) 

本文發展之灰階色差視覺加密法與前人需仰賴計算複雜度之加密法比較，本法更適用於計算資源負荷已重但儲存資源相當閒置之資訊環境上。 This development grayscale color visual cryptography with the previous need to rely on the computational complexity of the encryption method of comparison, this law also applies to computing resources, storage resources load has been heavy, but very idle the information environment. 

三、製作浮水印之演算法 Third, make watermark algorithm 

輸入：一張灰階 DICOM 圖形，大小為 W 1 Input: a gray-scale DICOM graphics, the size of W 1 [image: image24]H 1 。 H 1. 

一張灰階的浮水印，大小為 W 1 A grayscale watermark, the size of W 1 [image: image25]H 1 。 H 1. 

輸出： Share2 ，大小為 W 1 Output: Share2, the size of W 1 [image: image26]H 1 。 H 1. 

其製作浮水印的詳細做法與演算法 ( 公式 2) 如下： Details of their production practices and the watermark algorithm (formula 2) as follows: 

1. 取出原圖 ( 圖 13) 各像素最高位元，架構成最高位元平面 (BitPlane 7) ，如圖 12 所示，以一個初始亂數碼自動產生一系列的虛擬隨機值重組最高位元平面，此為 Share1( 圖 15) ，此步驟是為了消除後續產生之 Share1 與 Share2 外觀上擁有原圖輪廓的情況。 Remove the original image (Figure 13) the highest bit of each pixel, the highest bit plane structure into (BitPlane 7), as shown in Figure 12, the initial chaos of a digital auto-generate a series of virtual reorganization of the highest bit plane random value, This is Share1 (Figure 15), this step is to eliminate the follow-up generated Share1 and Share2 appearance has Original outline the situation. 

2. 使用灰階色差加密法，參考 Share1 與浮水印 ( 圖 14) 產生 Share2( 圖 16) ， Share1 可捨棄， Share2 與初始亂數碼則由原作者保存。 Encryption method using the gray color, reference Share1 and watermark (Figure 14) produced Share2 (Figure 16), Share1 can give up, Share2 by the original author and the initial chaos of digital preservation. 

[image: image27]
(2) (2) 

其中 X 、 Y 為圖形大小， Where X, Y as the graph size, [image: image28]為隨機增加各像素值， Increase the pixel value for the random, [image: image29]代表 Share1 每個像素的灰階值， Representative Share1 each pixel grayscale value [image: image30]代表 Share2 每個像素的灰階值， Representative Share2 each pixel grayscale value [image: image31]代表機密影像每個像素的灰階值， Secret images representative of each pixel grayscale value [image: image32]代表浮水印圖形每個像素的灰階值，符號Λ代表 and 的邏輯運算。 Watermark graphic on behalf of the gray value of each pixel, the symbol Λ representatives and the logical operations. 
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圖 12 位元平面圖 Figure 12-bit plan 
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圖 13 灰階 DICOM 圖形 ( Figure 13 DICOM grayscale graphics ( 
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圖 14 浮水印原圖 ( Figure 14 Original image watermark ( 
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圖 15 Share1 ( Figure 15 Share1 ( 
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圖 16 Share2 ( Figure 16 Share2 ( 
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五、取出浮水印之演算法 5, the algorithm remove the watermark 

輸入：欲驗證之圖形與作者擁有之分享二圖形。 Enter: To verify that the graphics and have the share of the second graph. 

輸出：由 Share1* 與 Share2 重疊後得到之浮水印。 Output: the Share1 * obtained after overlapping with Share2 watermark. 

其取出浮水印的詳細做法與演算法 ( 公式 3) 如下： Out the details of their practice watermark algorithm (Equation 3) as follows: 

1. 取出欲驗證之圖形各像素之最高位元，架構成最高位元平面，並以作者保有之初始亂數碼重組最高位元平面，此為 Share1*( 圖 17) 。 To verify that the graphics out the highest bit of each pixel, the highest bit plane structure into, and to maintain the initial chaos of the highest bit digital re-print, this is Share1 * (Figure 17). 

2. 將 Share1* 與 Share2( 圖 18) 重疊，即可取出初步之浮水印。 Will Share1 * and Share2 (Figure 18) overlap, the watermark can be removed initially. 

3. 為去除原圖被攻擊後，還原之浮水印所產生的雜點，本文提出浮水印濾波器，對取出的浮水印以四宮格為單位，依據表 2 之規則替換此四宮格，如圖 19 。 To remove the original image is attacked, the reduction of the watermark generated noises, and this paper, the watermark filter, remove the watermark on the grid as a unit of four palace, according to the rules of Table 2, replacement of the four house box, shown in Figure 19 . 

表 2 浮水印濾波器模型 Table 2 watermark filter model 

	Share1*+ Share2 Share1 * + Share2 
	濾波後 Filtered 
	說明 Explain 
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	白色 White 

	
	[image: image44]
	白色權重大於黑色權重 White power major weight in the black 
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	黑白權重一樣 Black and white, like weight 
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	黑色權重大於白色權重 Black on white weight of major power 
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	黑色 Black 
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 INCLUDEPICTURE "http://translate.googleusercontent.com/ext-convert-temp.168580032.jpg" \* MERGEFORMATINET [image: image49]
	當非黑白色權重大於黑白色時，維持上次狀態 When the weight of black and white black and white at the time, to maintain the last state 
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其中 X 、 Y 為圖形大小， Where X, Y as the graph size, [image: image51]為隨機增加各像素值， Increase the pixel value for the random, [image: image52]代表 Share1* 每個像素的灰階值， Representative Share1 * gray value of each pixel, [image: image53]代表 Share2 每個像素的灰階值， Representative Share2 each pixel grayscale value [image: image54]代表驗證影像每個像素的灰階值， Verify image representative of each pixel grayscale value [image: image55]代表取出之浮水印圖形每個像素的灰階值。 Remove the watermark graphic on behalf of each pixel grayscale values. 
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圖 17 Share1* ( Figure 17 Share1 * ( 
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) ) 
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圖 18 Share2 ( Figure 18 Share2 ( 
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圖 19 還原浮水印 ( Figure 19 Restore watermark ( 
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) (NC=1.0) ) (NC = 1.0) 

六、使用正規化關聯 (NC) 分析 6, using the standardized Association (NC) of 

為了衡量取出的浮水印與原浮水印圖形的相似程度，利用 NC 值來評估還原後的黑白浮水印與原黑白浮水印的相似度。 In order to measure out the watermark and the original watermark graphic similarity, using NC to assess the value of the restored original black and white black and white watermark and the watermark of the similarity. 此值介於 0 與 1 之間，基本上， NC 值愈大，表示取出的浮水印與原浮水印的相似度愈高，反之愈低。 This value range between 0 and 1, basically, NC value is an indication of removal of the watermark and original watermark of the similarity the higher the lower the contrary. NC 值的定義如公式 (4) 所示： NC values are defined as formula (4) as follows: 

[image: image62](4) (4) 

其中 X 、 Y 為圖形大小， Where X, Y as the graph size, [image: image63]為原浮水印的總像素數目， As the total number of pixels of the original watermark, [image: image64]為還原浮水印的像素與原浮水印的像素相同數目，即像素相同之比例。 To restore the original watermark watermark pixel the same number of pixels, that is the same as the proportion of pixels. 

参、結果與討論 Participation, results and discussion 

本文使用 Borland C++ Builder 6 作為程式開發軟體，首先以 This article uses the Borland C + + Builder 6 as a program development software, first of all to [image: image65]大小的灰階胸腔影像當作機密影像製作分享影像，以增加傳輸安全性。 Gray chest size as the secret image sharing video video production, to increase the transmission security. 繼之，以『中山醫學大學』灰階圖形當作浮水印來源，從胸腔影像中製作出數位浮水印之分享影像，可供原作者以後驗證之用。 Followed, in order to 『』 Chung Shan Medical University as a watermark grayscale graphics sources to produce images from a chest digital watermark to share images, for verification purposes after the original author. 為了證實本研究所提之浮水印技術的確具有非常強韌之抗破壞效果，本文設計了一系列影像處理攻擊實驗：包括馬賽克、剪裁、變形、加入雜點、 JPEG 壓縮、右旋一度、模糊化等七種破壞攻擊實驗，將遭攻擊後的數位影像進行數位浮水印的取回探討，本文並利用 NC 值來評估取出後的浮水印與原浮水印之相似程度的參考標準。 In order to confirm in this study, the watermarking technology does have a very robust effect of anti-sabotage, the paper design of a series of image processing attacks experiment: including mosaic, cut, deformation, adding miscellaneous points, JPEG compression, right hand once, fuzzy destruction of such attacks seven experiments, the post-attack digital images of the back of a digital watermark, using the NC paper to assess the value of the watermark after removing the degree of similarity with the original watermark of the reference standard. 

[image: image66]
圖 20(a) 馬賽克攻擊 Figure 20 (a) Mosaic attack 

[image: image67]
圖 21(a) 剪裁攻擊 Figure 21 (a) cropping attacks 

[image: image68]
圖 22(a) 變形攻擊 Figure 22 (a) deformation of attack 
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圖 23(a) 加入雜點攻擊 Figure 23 (a) by adding miscellaneous point attack 
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圖 24(a) JPEG 壓縮攻擊 Figure 24 (a) JPEG compression attack 
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圖 25(a) 右旋一度攻擊 Figure 25 (a) Right-hand attack once 
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圖 26(a) 模糊攻擊 Figure 26 (a) fuzzy attack 

[image: image73]
圖 20(b) 馬賽克攻擊後取出之浮水印 (NC=0.9900) Figure 20 (b) mosaic out of the watermark after attacks (NC = 0.9900) 

[image: image74]
圖 21(b) 剪裁攻擊後取出之浮水印 (NC=0.9666) Figure 21 (b) cut out of the post-attack watermark (NC = 0.9666) 

[image: image75]
圖 22(b) 變形攻擊後取出之浮水印 (NC=0.9886) Figure 22 (b) remove the watermark distortion attacks (NC = 0.9886) 

[image: image76]
圖 23(b) 加入雜點後取出之浮水印 (NC=0.9872) Figure 23 (b) after adding mixed point out the watermark (NC = 0.9872) 

[image: image77]
圖 24(b) JPEG 壓縮後取出之浮水印 (NC=0.9708) Figure 24 (b) JPEG compressed remove the watermark (NC = 0.9708) 

[image: image78]
圖 25(b) 右旋一度攻擊後取出之浮水印 (NC=0.9854) Figure 25 (b) right hand once out of the watermark after attacks (NC = 0.9854) 

[image: image79]
圖 26(b) 模糊攻擊後取出之浮水印 (NC=0.9901) Figure 26 (b) remove the watermark fuzzy attack (NC = 0.9901) 

圖 20~ 圖 26 之七種攻擊實做結果顯示，包含馬賽克、剪裁、變形、加入雜點、 JPEG 壓縮、右旋一度、模糊等行為，取出數位浮水印的 NC 值皆高達 0.9666 ~ 0.9901 之間，成效相當優越。 Figure 20 ~ Figure 26 The seven kinds of attacks do real results, including mosaic, cut, deformation, adding miscellaneous points, JPEG compression, right hand once, fuzzy and other behavior, remove the digital watermark of the NC values were high between 0.9666 ~ 0.9901 , results are superior. 

另值得一提，在不做任何影像處理，直接由測試影像 ( 如圖 13) 中萃取出浮水印，如圖 19 所示。 Another worth mentioning that in without any image processing, directly from the test image (Figure 13) extracted watermark, as shown in Figure 19. 比較原始浮水印 ( 如圖 14) 及萃取出的浮水印 ( 如圖 19) 可發現所萃取出的浮水印是清晰可辨，而 NC 值＝ 1.0 可說明此兩張浮水印是完全相同的。 Primitive watermark (Figure 14) and extracted watermark (Figure 19) can be found in the extracted watermark is clearly visible, while the NC value = 1.0 to illustrate the two watermarks are identical. 在整個浮水印之製作與取出過程，對原醫療影像皆無任何破壞處理。 Watermarks in the production and removal process, all the original medical image processing without any damage. 

肆、結論 Calibrations Conclusions 

本研究利用灰階色差視覺密碼技術，首先開發適用於 DICOM 3.0 灰階醫療影像之加密保護技術，繼之提出了一種新的視覺密碼浮水印製作技術。 In this study, gray color visual cryptography technique, first developed and applied in medical imaging for grayscale DICOM 3.0 encryption technology, followed, a new visual cryptography watermarking production technology. 

在加密技術方面，本研究提出 DICOM 灰階醫療影像之色差視覺加密法，各分享影像可有效的保留機密影像的訊息，被破解的機率僅為 In encryption technology, this study DICOM grayscale medical images color visual cryptography, the sharing of video images can effectively keep the message confidential, only the chance to crack [image: image80]，實驗結果顯示，本法不但擁有良好的隱藏性，並且本法不需擴展處理可降低在傳輸時的資料負荷，而且還原影像完全不失真等優越性。 The experimental results show that this law not only has good hidden and do not need to expand in this Act may reduce the data transmission load, but do not restore the image distortion superiority. 

在數位浮水印技術方面，本法比現今的浮水印技術更具以下優勢： (1) 本浮水印技術在取出浮水印時，不需要原圖的協助。 In the digital watermarking technology, the law more than in today's watermarking technology the following advantages: (1) remove the watermark in the watermark, the original image does not need the help. (2) 本浮水印技術在加入浮水印時，完全不會破壞到原圖。 (2) when the watermark in a watermark, will not damage the artwork. (3) 本浮水印技術所嵌入的浮水印資料量並無受到任何限制。 (3) The watermark embedded watermark technology the amount of data not subject to any restrictions. (4) 本浮水印技術若不慎流失了原圖，依然具有完整的浮水印保護措施。 (4) If carelessly lost watermarking artwork, still has the complete watermark protection. (5) 本浮水印技術不需複雜的運算，具簡易直接的特性。 (5) The watermark technology without complex calculations, a simple and direct features. 在經過七種攻擊實驗，結果顯示本文之浮水印技術，可為 DICOM 灰階醫療影像之著作權保護提供另一簡易、直接且強韌有效的方法。 After seven attacks in the experiment showed that this watermark technology for medical imaging DICOM gray scale to provide copyright protection to another simple, direct and robust and effective method. 
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